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(57) ABSTRACT

Systems and method for detecting domain name system
(DNS) registrar collusion include a collusion detector at a
registry. The collusion detector obtains information related
to name acquisition requests submitted by DNS registrars
attempting to acquire domain names in a drop pool of
expired domain names and provides attempt sets containing
the domain names targeted by the DNS registrars for acqui-
sition. Each attempt set contains at least one targeted domain
name that a respective DNS registrar attempted to acquire
via at least one name acquisition request. The collusion
detector determines a degree of similarity between two or
more attempt sets corresponding to a pair of the DNS
registrars, estimates a likelihood of collusion between the
pair of DNS registrars based on the degree of similarity, and
performs any mitigation action warranted by the likelihood
of collusion.
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